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O manpaB/sieHnu HHPOPMALTUU

JlemapTaMeHT TOCy/IapCTBEHHON TOJUTUKH B cdepe obmero o6pa3oBaHus
MunobpHayku Poccum HampamiseT Uil cBefileHHsA paspabotanHble BpemeHHOI
komuccueii CoBera ®enepanuu 10 Ppa3BUTUIO HUHOOPMAIMOHHOTO OOIIECTBA
METOINYECKHEe pPEKOMEHJAIMKA O pa3MellleHuHd Ha WHGOOPMANMOHHBIX CTeH/IaX,
obUITMATIPHBIX _ WHTEPHET-cAlTaX W JAPYyrux  WHGOPMAIIMOHHBIX  pecypcax
00111e00pa30BaTEIbHBIX OPTAaHU3AIIUN W OPraHOB, OCYIIECTBJAIOIIUX YIIPaBJIeHUE B
chbepe obpazoBanusa, nHGopMaIuu 0 6€30MaCHOM MOBEIEHUN U MCIOJIb30BAHUU CETH

'UnuTtepHer”.

Hupexrop [lenapramenTta
A.E.Iletpos
[Ipunoxxenue

[Tpunoskenue. MeToamyeckre peKOMEHIAIIUH O pa3MellleHUH Ha HHGOPMAITHOHHBIX
cTeHiax, 0QUIHAIbHBIX MHTEPHET-CAUTaX U IPYTUX HH(GOPMAIMOHHBIX Pecypcax
00111e06pa30BaTeIbHBIX OPraHU3alNi ¥ OPTaHOB, OCYIIECTBIIAIOIINX YIIPaBJIeHHE B
cepe obpazoBanus, HGOPMAITUH O OE30IIACHOM ITOBEJIEHUH U HCITOJIb30BAHUY CETH
"NuTepuet”

JkcrnepramMmu U wieHamMu Bpemennout komuccuu CoBera ®Pefepanii Mo pPa3BUTHIO
nHGOPMAIIMOHHOTO OOIIECTBA B paMKaX BBITIOJIHEHHUs PEKOMEHJAIUIN MapJaMeHTCKUX
crymaHuil "AKTyasbHBIE BOIPOCHI obecrieyeHUs! OE30MMACHOCTH W Pa3BUTHSA JIeTed B
nHOpPMaMOHHOM IpocTpaHcTBe", KoTopble mponut B CoBete @enepanuu 17 anpess
2017 T., ObUTM pa3pabOTaHbl METOAWYECKHE PEKOMEHJAIlMd O pa3MeIeHUH Ha
HGOPMAIIMOHHBIX  CTEHZaX, OQUIIUAIbHBIX  HHTEPHET-CAUTaX W  JIPYTHX
WHOPMAIIMOHHBIX pecypcax o00Imeo0pa3oBaTeIbHBIX OpPraHU3aliid W OPraHOB,
OCYIIECTBJISIONINX yIIpaBjeHHe B cdepe obOpazoBaHus, wHpopmaruu o 6e301macHOM
IOBEJICHUM W WCIOJIb30BaHWU ceTH "VHTepHer" (majlee - MeTOAWYECKHE
PEKOMEH/IAIIHHT ).

MeTtoinyeckye peKOMEHJAIUM HAIlpaBjeHbl Ha KAa4YeCTBEHHOE IIOBbIIIEHUE YPOBHSA
WHQOPMAIIMOHHOU JeATETbHOCTH 00Ie00pa3oBaTeIbHBIX OPTraHU3AIUi U OPTaHOB,
OCYIIIECTBJIAIONINX yIIpaBjeHHe B cdepe 0oOpa3oBaHHsA, B YacTH HHGOPMHPOBAHUS
yJanuxcs, UX pojiuTesen (3aKOHHBIX MPEICTAaBUTENIEN) U TIeJarOTHIECKUX PAOOTHUKOB
00 OCHOBHBIX aclieKTax HHGOPMAIUOHHON 6€301acHOCTH.

MeTtoiyeckrie peKOMEHAlNK T03BOJIAT 00Ie00pa30BaTeIbHBIM OpPraHU3AlUAM U
OopraHaM, OCyIIeCTBJISAIOIINM yIpaByeHue B chepe 06pa3oBaHus, AKTyaTU3UPOBATh yiKe
HCHOJIb3yeMble U pa3MellleHHble NH(POPMAIlMOHHBbIE MaTepHUasIbl, TAK U IOATOTOBUTH UX
B CJIy4yae UX OTCYTCTBUSA C yUeTOM JIyUIINX IPAKTUK U PeKOMeH IaIui.

B pamkax MeToUUeCKUX peKOMEH Al pacCMaTPUBAIOTCA CJIeyIoIIe HHCTPYMEHTHI:
1. ”HpOPMAIUOHHBIE CTEH/IbI;
2. odunnasbHble HHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBou MH(oOpManuu (IITKOJIbHBIE Ta3€ThI, IIeIarOTHYECKUe U3/IAaHUA U
ZpYTHE).
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NHdopMaunOHHbIE CTEHAbI

Ha wundopManuoHHBIX cTeHZAXx B  0OO0IIe0Opa30BaTEJIBHBIX  OpPraHU3ALMAX,
pAacIoIOKEeHHBIX B (oiie yIpek/IeHn U B KaOWHeTaX, OCHAIEHHBIX ITePCOHAIBHBIMU
yCcTpolicTBaMH /I BBIXOAA B ceTh 'HTepHET', pEKOMEHJyeTCsl Pa3MeCTUTh
nHpOpMalMOHHbIE TAMATKH, COJiepKall[ie OCHOBHBIE COBETHI II0 0bOeclieueHUuro
MHGOPMAIIMOHHON 6€3011aCHOCTU YJYaIUXCS.

B npunoxkenuu NO 1 Kk METOANYECKUM PEKOMEHIANNAM IIpeJicTaBaeH 00pa3el] MaMATKI
JUUIs1 pa3MelleHusA Ha MHQOPMAIlMOHHBIX CTEH/IAX.

CpeacTtBa maccoBon MHGOpMaLunm

B cpenmcrtBax MaccoBout wHGOpPMAIMHM, OPUEHTUPOBAHHBIX HA OO0yJaroIIuxcs,
PEKOMEH/IyeTCsl B TeUEHNE YIEOHOTO To/Ia PEry/sPHO MyOJINKOBAaTh NH(GOPMAIIIOHHbIE
MaTepHuasIbl, IOCBAILIeHHbIE OT/IeJIbHBIM acleKkTaM MHGOPMaIMOHHON 0e301acHOCTH, a
TaKKe pa3INYHbIE MTAMATKH 00IIIEero Xapakrepa.

B cpencrBax wmaccoBoi wuHGpOpPMaNWM, OPHEHTUPOBAHHBIX HA I€JarOrUYecKyro
OOIIIeCTBEHHOCTh, PEKOMEHJYETCSI B TeUYEHHE KaJEHJAPHOTO TO/a PETYJISIPHO
my0JsInKoBaTh MHGOPMAIMOHHBIE MAaTEPHUAJIbl, IMOCBAIIEHHBIE OTAEJHHBIM aCIEKTaM
UH(POPMALIOHHOMN 6e3omacHOCTH KaK HECOBEPIIIEHHOJIETHUX, TaK u
00111e00pa30BaTeIbHBIX OPTraHU3aIUlM, a TakKe pa3jIndHble TaMATKH, 0030phI
HOPMATHBHO-IIPABOBOTO  PEryJUpPOBaHUA JaHHOU cdepbl u HUHGOPMANHIO O
aKTyaJIbHBIX MEPOIPUATHUAX U COOBITUAX B IAHHOU cepe.

B xome mnpoBemenuss EawHOTOo ypoka mo 0Oe3omacHOCTH B ceTu ' IHTEpHeET'
peKOMeHIyeTcs O0EeCIeYUTh BBIMMYCK TEMAaTHUECKOTO BBIMTyCKA CPEACTBA MacCOBOU
nHdopmanuu Jubo cepuu myOIMKaIUi, CpeJI KOTOPBIX PACCMOTPETh OPraHU30BaHHbIE
MEPOIPUATUS JJIsI OOydJaloluXcsl, WX pOJHTeNed (3aKOHHBIX IIPECTaBUTENIEN) U
Mearoruueckou o0IIeCTBEHHOCTH.

OdvumanbHble VIHTEpHeT-pecypcesbl

OO11e00pa3oBaTeIbHBIM OpPraHU3AIlMAM PEKOMEHAYeTCs Ha CBOMX O(UIIHaTbHBIX
HNHTepHeT-pecypcax  obecrieunTh  (QYHKIIMOHHPOBAHUE  CAMOCTOSITEJIBHOTO U
cIleraIu3upoBaHHOTO pazzena "VHdopMmanumoHHass 0e30IacHOCTh', B paMKax
KOTOPOTO IPEAYCMOTPETh Pa3MeIlleHHe CIIeIyIoIeld nHpopMaIuu:

®opmar
N Pazgen/monapaznen MIPEICTABICHUS ConeprkaHre MaTepruagoB
MaTepuasoB

Pa3memarorcss KonuM JOKYMEHTOB, T.€.
CKaHHWPOBAHHBIN BapHaHT JOKYMEHTAa,
COOTBETCTBYIOIIMM  TpeOOBaHUSAM K

JloxanbHbIE
HOPMAaTUBHBIE aKTHI B
chepe  obecreuenus | Konmuu JOKyMEHTOB B

1. b *PDF napaMeTpam CKaHUPOBaHMHA.

ngDOPMaHHOHHOH opmare PasMermarorcst JIOKYMEHTBL,

C30MIaCHOCTH pErIaMEHTUPYIOIUE OPraHU3aALUI0 U
00y4arouxcs

paboTy ¢ TEepCOHANBHBIMHU JTAHHBIMU,
IJIaHBl MEPONPUATUN IO 00ECTIeYeHUIO
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nH(pOPMAIIMOHHOMN 0e30MacHOCTH
00y4Jaromuxcs U IpyrHe.

[TyOnuKyroTCsl aKTyaabHbBIE CBEIEHUS O
(benepanbHBIX u PErMOHAIIbHBIX
3aKOHAX, MHCbMax OpPraHOB BJIACTU U

apyrue HOPMAaTUBHO-TIPABOBBIE
JIOKYMEHTHI, perIaMeHTHPYIOLIHE
9 HopmartusHoe Komuu noxkymeHTtoB B | obecrieueHue nH(GOPMaLOHHOU
" | perynupoBaHue ¢dopmare *PDF 0C30MaCHOCTH HECOBEPIICHHOJICTHHX.
Jonyckaercs BMECTO KOIUH
pasmeraTh THIIEPCCHUIKH Ha
COOTBETCTBYIOIIME  JOKYMEHTHI  Ha
caliTax OpraHoB T'OCYJapCTBEHHOH
BJIACTH.
Pasmematorcs METOJINYECKUE
Texkcr Ha cTpaHule | PEKOMEHIALUM u yKa3bIBaCTCS
S (ST ——— caiita uHbopMaIus 0 MEpPOIPHUATHSIX,
3. IPOEKTax " porpamMmax,
paborHHKaM Konun n0oKyMeHTOB B | Ham
paBJICHHBIX Ha MOBBIIIICHHE
¢popmare *PDF MH(POPMALMOHHON IPaMOTHOCTH

neaarort4cCKux pa6OTHI/IKOB.

Pa3zmemraercs nH(pOpMaMOHHAs
mamsaTka (opumoxkenne  Ne  2) wu
a3bIBACTCS uHpOpManus 0
Tekcr Ha cTpaHuLe YK $opman
4. | OOyuarommmcs caiita MEpOTNPHUATHSIX, MIPOEKTax u
mporpaMMax,  HampaBJIEHHBIX  Ha
HOBBIIIIEHUE MH(POPMALIMOHHOM
IPaMOTHOCTH O0YyYarOIINXCS.
Popurensm (3akOHHBIM
Texcr Ha crpanune | Pazmemaercs nH(popMaLOHHAas
5. | mpeacTaBUTENSM) .
caiita namsaTka (mpuiaoxenue Ne 3).

00yJaroImxcst

Pa3memraercs uHpopManus 0
PEKOMEH/IYEMBIX K HCITOJIb30BAHHUIO B
yueOHOM  mporecce  0e30macHBIX
caitax, OaHHEpHI OE30MaCHBIX JACTCKUX
calToB.

Hlerckue ©Oe3omacHbie | TekcT Ha  cTpaHHIE
CalThI caiita

Opranam, OCyIIecTBJAIOIINM yIpaBjieHUe B chepe oOpa3oBaHUsA, PeKOMEHAyeTcs Ha
cBoux odumuanpHbIXx  VHTEpHEeT-pecypcax  obecrneyuTh  (QYHKIIMOHUPOBAHUE
CaMOCTOSITEJILHOTO W CHENHAJM3UPOBAHHOTO  pasfziesia ' MHbopmaruoHHas
0e30macHOCTh', B paMKaxXx KOTOPOTO IIPEIyCMOTPETh pa3MelleHue CIeAyIoIei
nHOpMAINH:

[Ipunoxxenue N2 1
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[Tpuoxenue 1. [TamsaTka 151 oOygaruxcsa 06 HHQOPMAIMOHHOH 6€30ITacCHOCTH
JeTen
HEJIb34

1. Bcem moaps coobmmaTh cBO0 YacTHYIO WH@opManuio (Hacroslue uMs, GaMuInio,
TesieOH, aJpec, HOMEP IIIKOJIbI, a TaK:Ke ¢poTorpacduu CBOU, CBOEH CeMbU U Jpy3ei);

2. OTKprBaTb BJIOXKE€HHDbIC (baﬁ)'[bl SHGKTPOHHOI‘/JI II04YThI, KOrJga He 3Ha€llb
OTIIpAaBUTEJIA,

3. 'pyOuts, npuanupaThCs, OKa3bIBaTh JABJIEHUE - BeCTU ce0s1 HEBEKJIMBO U aTPECCUBHO;

4. He pacmopszkaiics neHbraMu TBOeH ceMbu 0e3 paspelieHHs CTapIIuX - Bcerga
CIpammnBail pouTesnen;

5. He Bcrpeuaiicss ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HHU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY /I0BEPSEIIb.

OCTOPOXKHO

1. He Bce mumyt npaBay. Yutaemb o cebe HenpaBay B MHTepHETe - cO0OIH 00 3TOM
CBOUM POJUTEIAM WU OIIEKyHaM;

2. [TpurnamaroT nepenuchBaThCsl, UTPATh, 0OMEHUBATHCSA - IIPOBEPH, HET JIU IO/[BOXA;
3. He3zakonHoe konupoBanue ¢aiyioB B UHTepHETE - BOPOBCTBO;
4. Becerna pacckaspiBaii B3pocJIbIM O IpobJieMax B CeTH - OHU Beer/ia IIOMOTYT;

5. Wcnonp3yit HacTpoWKu 06e30macHOCTH W MPUBATHOCTU, YTOOBI He IMOTEPATH CBOU
aKKAYHTBI B COIICETSX U APYTUX IMOPTaJIaX.

MOXKHO

1. YBakall IpyTux NoIb30BaTesIel;

2. [Tosp3yernibess THTEPHET-UCTOYHHUKOM - JIeJIall CCHIJIKY Ha HETO;
3. OTKpBIBal TOJIBKO Te CCHLIKY, B KOTOPBIX YBEPEH;

4. ObmaThesA 3a TOMOIIBI0 B3POC/IBIM - POAUTEIH, ONEKYHbI U aIMUHUCTPAIUSA CAlTOB
BCerJia IOMOTYT;

5. Ilpoiimu oOyuenme Ha caiite "CeTeBUYOK' © TOJYYHd IACHOPT ITU(HPOBOTO
rpakjaHuHal

IIpunoxenue NO 2

[Tpunosxkenwue 2. MTHoOpManroHHAsA TAMATKA JIJIs1 00yUJAIOITUXCS I pa3MelleHus Ha
oduUIMATBbHBIX UHTEPHET-PeCypcax

C KaXXbIM TOZIOM MOJIOZIE?KU B MHTEPHETE CTAHOBUTCSA OOJIblIIle, a IITKOJIBHUKHU OJHU U3
caMbIX aKTUBHBIX ITOJIb30BaTesiell Pynera. Mexy TeM, IOMUMO OTPOMHOTO KOJTUYECTBa
BO3MOXKHOCTeH, UHTEpDHET HeceT M NIpoOJeMbl. IdTa MaMATKA JOJDKHA MOMOYb Tebe
6e30I1acHO HAXO/IUTHCS B CETU.

KoMmnbrorepHbie BUPyChI



KommbloTepHBIE BHUpPYyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IIPOrpPaMM,
OTJINYUTETLHOU OCOOEHHOCTBIO KOTOPOH SBJISIETCA CIHOCOOHOCTh K Pa3MHOXKEHHIO. B
JIOTIOJTHEHNE K 3TOMY, BHPYCHl MOTYT IOBPEIUTH HJIU IOJIHOCTHI) YHUUTOXKHUTH BCE
daiiel 1 AaHHBIE, TOAKOHTPOJIBHBIE IIOJIB30BATENIO, OT HMMEHH KOTOpPOTro ObLiIa
3alyleHa 3apakeHHas IporpaMMa, a TaKKe IOBPEAUTh WU JaXKe YHUUTOXKUTH
OIEpPAlMOHHYI0 CHUCTeMY cO BceMHu ¢aillaMu B 1eJoM. B OOJIBIIMHCTBE CiIydaeB
PAacIpOCTPaHAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeTo/1b1 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnosnp3yii coBpeMeHHbIE OIepallMOHHbIE CUCTEMBI, UMEIOII[Ue CepPhe3HbIH YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. TlocrossHHO ycTaHaBiWBail nautu (Iu¢poBble 3amIaTKHA, KOTOpble aBTOMATUYECKU
YCTAaHABJIUBAIOTCA C IEJbI0 JOpPabOTKU IPOrpaMMbI) W Jpyrhe OOHOBJIEHUSA CBOEU
omnepanmuoHHOU cucteMbl. CkaumBal UX TOJIPKO € OPUIIMAIBLHOTO caiiTa pa3paboTIMKa
OC. Ecsu cyiiecTByeT peskKUM aBTOMAaTHYECKOTO OOHOBJIEHU S, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTepe IO/ IpaBaMU I10JIb30BaTeJis, a He aJIMUHUCTPATOpa.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX ITPOTPAMM HHCTAJIJIMPOBAThCA HA TBOEM
MIEPCOHATTLHOM KOMITBIOTEDE;

4. Mlcriosib3yli aHTUBUPYCHBIE IIPOTPAMMHEBIE ITPOIYKTHI U3BECTHBIX IIPOU3BOUTEIIEH, C
aBTOMAaTUYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UYECKUU IOCTY K KOMIBIOTEPY /1J11 HOCTOPOHHUX JIUIL;

6. Mcnosip3yil BHENTHUE HOCUTeIU WHGOpPMaIUY, Takue Kak (¢Jielika, JUCK Win daia
U3 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KoMHbloTepHBIE (ailabl, MOJIyYeHHble U3 HEHaJeKHBIX UCTOUHUKOB.
Jaxe Te dailibl, KOTOpble MpHUCIal TBOU 3HAKOMBIN. JIydllle yTOUHU y HETO, OTIPABJIAII
JI1 OH Tebe Ux.

Cerun WI-FI

Wi-Fi - 570 He BUJl Ilepeayn JaHHbBIX, HE TEXHOJIOTH, a BCETO JIUIIb OpeH/ ], MapkKa.
Eme B 1991 romy HujepJiaHJCcKas KoMmaHus 3aperucrpupoBasna operg "WECA", uro
obosHauasmo cioBocoueranue Wireless Fidelity", koTopslii mepeBoguTcA Kak
"GecrpoBOIHAS TOYHOCTD .

Jlo Hallero BpeMeHHW Jolia Apyras ab0peBuaTypa, KOTOpas sIBJISIETCS TaKOH Ke
TexHosioruei. ITo abbpeuarypa "Wi-Fi". Takoe Ha3BaHMe OBLIIO JAHO C HAMEKOM Ha
CTaHAApT BbICIel 3ByKOoBoM TexHWkH Hi-Fi, uTo B mepeBojsie O3HauyaeT ''BBICOKas
TOYHOCTD .

Jla, OecIrTaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeISAX U adPOIOPTax ABJISIETCS OTIUYHOU
BO3MOJKHOCTBIO BbIXOZla B UWHTepHET. HO MHOTHME BJKCIEePThl CUHTAOT, YTO
obmenoctymabie Wi-Fi ceTu He ABIAIOTCA 0€30IMaCHBIMU.

CoBetbl 10 6€301TaCHOCTH pabOTHI B OOIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoo JIMUHYyI HHMopManuio udepe3d obmienoctymabie Wi-Fi ceru.
PaboTas B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU OCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;



2. Mcnosp3yit 1 0OOHOBJISIH aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. TeM caMbIM ThI
obe3ormacuiib cebsi OT 3aKauKy BHPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonws3oBanum Wi-Fi otkatoun dynknuio "OOmuil moctyn k daitiam u
npuHTtepam”. JlanHasg &yHKOUA 3aKphITa MO0 YMOJTYAHUIO, OJHAKO HEKOTOPBIE
MIOJIb30BATEIN AKTUBUPYIOT €€ JJI y/I00CTBA UCIIOIb30BaHUsA B paboTe win yuebe;

4. He ucnonp3yii mybosmunsiii WI-FI 11 mepemaun JTMYHBIX JAHHBIX, HAIPUMEDP JIJIA
BBIXO/Ia B COIUAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO MIOYTY;

5. Mconp3y# TobKO 3ammuineHHoe coequHeHue yepe3 HTTPS, a we HTTP, T.e. ipu
Habope BeO-ajzipeca BBoiM UMeHHO "https://";

6. B wmobunpHOM Tenedone otrimoun ¢ysknuoo Ilogkaouenue k  Wi-Fi
aBromarnuecku". He /iomyckail aBTOMaTHUYeCKOTO MOAKJIIOUEHHS YCTPOUCTBA K CETAM
Wi-Fi Ge3 TBOero coryacus.

ConunajibHBIE CETU

CornuasibHble CETH aKTUBHO BXOJAT B HAIIly 3KHU3Hb, MHOTHE JIIOAU PabOTAIOT U JKUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3apeructpupoBaH MUJLTUAP], YETIOBEK, UYTO SBJISETCS
OJIHOI CeIIbMOU BCEX >KHUTeJIeH IIaHeThbl. MHOrHe II0JIhb30BaTeM He IMOHUMAIOT, UTO
nHopManus, pasMelleHHAass UMH B COIIMAIBHBIX CETAX, MOKET ObITh HalJleHa H
HCIIOJIb30BaHa KEM YTOJHO, B TOM YHCJjIe He 00s13aTeIbHO ¢ O0J1aruMu HaMepeHUsIMU.

OCHOBHBIE COBETHI 10 O€30ITaCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CHOUCOK JIpy3eil. ¥ TebsA B APy3bsX He JOKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuinan CBOI YacTHYIO >ku3Hb. He ykaseiBail maposiu, TesedoHbl, aapeca, JaTy
TBOETO POXJAEHUA U JAPYIyI JIMYHYI0 HHQOPMAUUIO. 3JIOYMBIIIJIEHHUKA MOTYT
HCHOJIb30BaTh Ja)ke HWH(MOpPMAIMI0 O TOM, KaK Tbl U TBOU POJAUTENH IUIAHUDPYeTe
MIPOBECTU KAHUKYJIbI;

3. 3amuIai CBO0 PEeIyTaIuIo - IEPKU €€ B YUCTOTE U 3371aBail cebe BOIpoC: XOTeJT Obl
TBI, YTOOBI ApyTrHue M0JIb30BaTe N BUEJIN, UTO Thl 3arpyxkaems? Ilogymaii, mpex/ie uem
YTO-TO OMYOJIMKOBATh, HATIUCATH U 3aTPy3UTh;

4. Ecsin ThI TOBOpPUIIIB C JIIOJIbMU, KOTOPBIX He 3Haelllb, HE UCIIOJIb3yH CBOE peayibHOe
HUMs U PYTYIO JTUUHYI0 HHPOpMALU: UM, MECTO KUTEIbCTBA, MECTO yUeObl U IIpoUee;

5. N36eraii pasmetenus dororpaduii B IHTepHETE, r7ie Thl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIPE/IeIUTh TBOE MECTOIOJIOKEHUE;

6. IIpu perucrpanuu B COIUAIBHOU CeTU HEOOXOAUMO UCIOJIb30BATh CJIOKHBIE TTIAPOJIH,
cocrosue u3 OykB U HU@P U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. Z[JIH COIII/I&JH)HOfI CETH, IIOYThI U APYIUX CalTOB HeO6XOI[I/IMO HCIIOJIb30BaTh pa3HbIE
ImapoJin. Tor/:[a ecsu Tebst B3JIOMAKOT, TO 3JIOYMBIINIJICHHUKH I10JIydaT AOCTYII TOJIBKO K
OIHOMY MECTY, a4 HE BO BCE Cpaa3y.

AJIEeKTPOHHBIE JeHbI'U

SHeKTpOHHI)Ie A€HbI'1 - 3TO OYE€HDb YI[O6HbeI criocod H)IaTe)KefI, OJHAKO CYIIECTBYIOT
MOII€HHUKH, KOTOPbI€ XOTAT IIOJIYYUTb 3TU NE€HbI'U.



SHGKTpOHHI)Ie A€HbI' IIOABUJIMCH COBCEM HE€JABHO M MMEHHO HM3-3d 3TOI'O BO MHOTHX
TOCyaAapCTBax A0 CHUX IIOP HE IIPOITHMCAHO IIPO HUX B 3aKOHAaX.

B Poccuu ke oHU (DYHKIMOHHPYIOT U O HHX YK€ IIPOIMCAHO B 3aKOHe, IJle UX
paszessAoT Ha HECKOJIPKO BU/IOB - AaHOHMMHBIE M HE aHOHMMHbBIE. PasHHIla B TOM, YTO
AHOHHMHBIE - 5TO Te, B KOTODPBIX paspellaercsa IMPOBOAUTH olepanuu 0e3
naeHTUGUKAIUY II0JIb30BaTeIsI, a B HEAHOHUMHBIX HAeHTU(GHUKAIMA I10J1h30BATEIIS
ABJIseTCs 00513aTeIbHOM.

Takske ciezyeT pa3janyarh 3JIEKTPOHHBbIE (HATHBIE AEeHbI'U (PaBHBI TOCY/IapCTBEHHBIM
BAJIIOTaM) U 5JIEKTPOHHBIE HepuaTHbIE IeHbrU (He paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI IO O€30I1aCHOM pa60Te C 9JICKTPOHHBIMH J€HbIraMM:

1. [IpuBsku K cuery MOOWIBHBIN TeslepoH. DTO caMblil yIOOHBINA U OBICTPBIA CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBsa3aHHbIl TesieOH MOMOXKET, eC/TU 3a0yAelb CBOM
IUIATEXKHBIN MApOJIb UJIH 3a/IENTh HA CAUT C HE3HAKOMOI'O YCTPOUCTBA;

2. Hcnonp3yit ogHOpa3oBble maposu. [locie mepexosa Ha YCHUJIEHHYIO aBTOPHU3AIIUIO
Tebe yke He OyZIeT yrpoKaTh OMACHOCTh KPAXKU WJIM IepeXBaTa IJIAaTEKHOTO apoJIs;

3. Breibepu cioxkHbIM maposib. [IpecTymmHHKaM OyfeT He MPOCTO yrafjaTh CJIOMKHBIN
napoJsib. HaziesxHble maposu - 3TO MapoJiv, KOTOpble coZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUYHBIE M IPOMHCHBIE OYKBBI, UGPHI U HECKOJIBKO CHMBOJIOB,
TaKHe Kak 3HaK JIoJu1apa, GyHTa, BOCKJINIATETbHBIN 3HaK U T.11. Hampumep, $tRong!;;

4. He BBOAY cBOU JIMYHBIE TaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSIEIIIb.
AJIEeKTPOHHAA MoYTA

DJIeKTPOHHAS IIOUTA - 9TO TEXHOJIOTHUS U MPEIOCTaBIsAEMbIE €10 YCIIYTH 10 MEPECHUTKE U
MOJIyYeHUI0 3JIEKTPOHHBIX COODIEHUM, KOTOpble pacHpesessaioTcd B KOMIBIOTEPHOU
cetd. OOBIYHO BJIEKTPOHHBIM TMOUTOBBIA SIIUK BBIIVIAAUT CJIEAYIOIUM 00pa3oM:
HUMs_T0JIb30BaTesA@UMA_JIoMeHa. Tak:ke KpoMe Ilepe/ilauul IPOCTOTO TEKCTA, UMeeTCs
BO3MOXKHOCTH lepe/IaBaTh (PauIbl.

OCHOBHBIE COBETHI 10 O€30ITaCHON PaboTe € 3JIEKTPOHHON TOYUTOM |

1. Hazo BbIOpaTh mpaBUIbHBIA IOUYTOBBIN cepBucC. B MHTEpHETE eCTh OTPOMHBIN BHIOOD
OecrnyIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIydllle IOBEPATh TeM, KOTO 3HAaellb U KTO
TIepBBIN B PEUTUHTE;

2. He yka3piBail B IUUHOU moute JIMUHYI0 nHpopManuw. Hanpumep, gydiiie BIOpaTh
"My3bIKaIbHBIN__(aHaT@" wiu "pok2013" BMecTo "Temals";

3. Mcnosb3y#l ABYXATAITHYI0 aBTOPHU3AIUIO. DTO KOTJ[a IOMHUMO ITapoJisi HY?KHO BBOJIUTD
KO/JI, IpUChLIaeMbIH 110 SMS;

4. Bpibepu cJIOKHBIM maposib. 1A KaXKJIOTO IOYTOBOTO SAIIUKA JOJDKEH OBITh CBOM
Ha/IeKHBIH, yCTOMYUBBIN K B3JIOMY IIapOJIib;

5. Eciim ecTh BOBMOXKHOCTh HAmMCaTh CaMOMY CBOUM JIMYHBIM BOIIPOC, UCIOJIB3YH 3Ty
BO3MO>KHOCTD;



6. Vcronp3yil HECKOJIBKO ITOYTOBBIX SITUKOB. [IepBBIM Jj11 YaCTHOU IEPENHCKH C
azpecaTaMu, KOTOPBIM ThI IOBEPSIEIIb. DTO SJIEKTPOHHBIN ajipec He HajJl0 UCII0JIb30BaTh
IIPY perucTpanyu Ha GpopyMax U cauTax;

7. He oTkpbIBail (aiyibl U JIpyrue BIOKEHUs B IMUChbMaX, Ja’Ke eCJIM OHU IPHUIILUTH OT
TBOUX Jipy3e. JIydlle yTOUHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TH haiibl;

8. Ilocne oxkoHuaHUs PabOTHI HA MOYTOBOM CEpPBHICE Iepef] 3aKPhITHUEM BKJIAIKU C
caiiToM He 3a0y/ib Ha’kaTh Ha "BeiATH".

Kuo6epOy/L/IMHT WJIN BUPTYAJIbHOE U3/1€BAaTEIHCTBO

KubepOystmiHr - TIpecjiefoBaHUE COOOIEHUSIMU, COAEPKAIUMH OCKOPOJIeHUS,
arpeccuio, 3allyTUBaHWE; XYJUTAHCTBO; COIUAJIBHOE OOMKOTHPOBAHHE C IIOMOIIBIO
Pa3INYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIITMHTOM

1. He Gpocaticsa B 60ii. JIyumuii cmocob: MOCOBETOBATHCA KaK cebsi BECTU U, €CJTH HET
TOT'0, K KOMY MO>KHO OOPaTUThCS, TO BHAUaJIe YCIIOKOUTHCA. EC/i Thl HAaUHEIIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHS, TO TOJIBKO €ellle O0JIbIlle Pa30kIKellb KOH(MIIUKT;

2. Yrpasiai cBoel KubeppelyTauen;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CyHleCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHMMHBIM aKKayHTOM;

4. He crouT BecTr XyIMTaHCKUI 00pa3 BUPTYyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHCTBUS U COXPAHSAET UX. YIAIUTH UX OyZIeT KpaiiHe 3aTPyHUTEHHO;

5. Cobutroait CBOI0 BUPTYJIBHYIO YECTh CMOJIOZY;

6. UrnHopupy#t enuHuuHbIE HeratuB. OmHOpa30Bble OCKOPOUTEIBbHBIE COOOIEHUS
Jiy4diiie urHopupoBatb. OOBIUHO arpeccus mpekpalaercs Ha Ha4aJabHOU CTaJ[UU;

7. ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMH COODIIIEHUSIMU, B COITUATBHBIX
CETSIX eCTh BO3MOXKHOCTH OJIOKHUPOBKH OTIIPABKH COOOIIEHUH ¢ OIIPEIETIEHHBIX aJIPECOB;

8. Eciim Tl cBuzerenb KubepOyyuimHra. TBow AeHCTBHUA: BBICTYNIUTh IIPOTUB
npecjiefioBaTess, IIOKa3aTb €My, YTO €ero JIeHCTBUsA OIleHUBAIOTCA HETraTUBHO,
MOJIEPKATh JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAs TIOMOIIb, COOOIUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

MooOusibHBIN Te1edOoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCJIBII
¢dyHKIIMOHAJ, U Temepb OHH MOTYT KOHKYpPHUpPOBaTh CO CTallMOHAPHBIMH
KoMmIbioTepamMu. OJIHAKO, CPECTB 3AIUTHI JJ1 MOJIOOHBIX YCTPOMCTB ITOKAa OUE€Hb MaJIO.
TecTrpoBaHVE U MOUCK YA3BUMOCTEN B HUX ITPOUCXOAUT HE TaK WHTEHCUBHO, KaK JIJIA
1K, To ke caMmoe KacaeTcss U MOOWJIHHBIX IPUJIOKEHUH.

CoBpeMeHHbIe MOOWIbHBIE Opay3ephl yiKe IPaKTUYeCKHd JIOTHAJM HACTOJIbHBIE
aHAJIOTH, OJTHAKO paciiupeHre QYHKIIMOHAA BeUeT 3a COO0M OOJIBIIYIO CJIOKHOCTD U
MEHBIIIYIO 3aIHUIIEHHOCTb.



,Z[EUIEKO HE BCE IIPOU3BOJUTEIIN BBIITYCKAIOT O6HOBJI€HI/IH, 3aKpbIBalOIIIU€ KPUTHUYECKHUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI /11 6€30MacHOCTH MOOMJIBHOTO TeyiedpoHa:

Hwuuero He sBJIsIeTCs MO-HACTOAIIEMY OeciuiaTHBIM. By/ib ocTOpOsKeH, Beb Korja Tebe
TpeAjiaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHHIE
yCIyry;

Hdymaii, mpexzae yeM otnpaBuTbh SMS, ¢doro wiu Buzaeo. Tel TOUHO 3HAEINIb, I7le OHU
OyAyT B KOHEUHOM UTOTE?

Heo6x0oamMO0 0OHOBJIATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTdOHA;
Hcnosb3yli aHTUBUPYCHBIE TPOTPAMMBI 1J1s1 MOOUJIBHBIX Tes1e()OHOB;

He 3arpyxaif IpuaoKeHUs1 OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BpPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

[Tociie Toro Kak Thl BBIWJENIb C CAWTa, IJi€ BBOAWI JIMYHYI0 MH(pOpPMAaIUO, 3aUIN B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

[Tepuoguyuecku IpoBeps, Kakue MJIaTHbIe YCJIyTU aKTUBHPOBAHBI HA TBOEM HOMeEDPE;

JlaBaii cBOII HOMepP MOOHMIBHOTO Tesie)OHA TOJIHKO JIIO/ISIM, KOTOPBIX THI 3HAEIIh U KOMY
ZI0BepsEellb;

Bluetooth mosxeH OBITH BBIKJIIOUEH, KOT/la ThI MM He MoJib3yelibess. He 3a0biBait
WHOT/Ia TPOBEPSATH 3TO.

Online urps1

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUYHbIE, 3aXBaTHIBAIOIIME Ppa3BJIeUYEHUs,
00'beIUHSIONINE COTHU THICSY YEJIOBEK 10 BCeMy MUpPY. VITPOKH HCCIEAYIOT TaHHBIA UM
MHP, OOIIAIOTCA APYT C JIDYTOM, BBITIOJHSIOT 3aJ]JaHHsA, CPAXKAIOTCSA C MOHCTPAMHU H
MOJIy4alOT OMBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: IOKYHAIOT JHCK, OIUIAYHUBAIOT
aOOHEMEHT WJIU TPUOOPETAI0T KAKUE-TO OIIIHH.

Bce atu cpezcrtBa uAyT Ha NOAJep:KaHME U pa3BUTHE UTPHI, a TAKKe Ha caMmy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMbBI aBTOPHU3AI[UH, BBIITYCKAIOTCS HOBBIE ITATUYH
(rmudpoBble 3a1IaTKU AJ14 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHT OIlaCaTbCA HE CTOJIBKO CBOUX COII€EpHHKOB, CKOJIBKO Kpa*Ku
TBOE€TIO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroii urpok BezieT ce0s IJI0X0 WIH co3/aeT Tebe HENPUATHOCTH, 3a0JI0OKUPYH
€ro B CIIMCKE UTPOKOB;

2. Tloxkasyiica aAMUHUCTpATOpaM WrpPbl Ha IIJIOXO€ IIOBEJIEHUWE 5TOr0 UTPOKa,
’KeJIaTeJIbHO IIPUJIOKUTH KaKHe-TO I0Ka3aTeIbCTBA B BU/le CKDUHOB;

3. He ykassbiBaii inuHyio nHpopMaIuo B npodaiisie Urpsi;

4. YBaxkail IpyTux y4aCTHUKOB I10 UTPE;



5. He ycranaBiuBali HeopunmajibHble IaTYU U MOJIbI;
6. cnosib3yli cj103KHBIE U PA3HbIE TAPOJIH;

7. ,Z[axce BO BpEMA HUI'DbI HE CTOUT OTKJ/JIIOYATb aHTHUBHPYC. Iloka TBI HI'paelib, TBOU
KOMIIBIOTED MOTYT 3apa3UuTh.

OUIINHT WIN Kpaxa THIHBIX JaHHbIX

OOBIYHOM Kpakedl JIeHer U [IOKYMEHTOB CErojiHs YK€ HHMKOrO He YAUBHIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJIOTHI 3JI0YMBIILIEHHUKH II€PEMECTIINCh B UHTEPHET, U
MIPOJIOJIKAIOT 3aHUMAThCS " JTIOOMMBIM"' JIEJIOM.

Tak mosiBUJIach HOBas yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WX (DUIIUHT, TJIaBHASA 11€JIb
KOTOPOTO COCTOWT B TOJyYeHUU KOH(UEHIIMAIBHBIX JIAHHBIX II0JIb30BaTeNIeld -
JIOTUHOB U napoJiei. Ha aaruiickom s3bike phishing yurtaercs kak ¢umuHr (ot fishing
- ppIOHAs JI0BJIsI, password - mapoJIb).

OcCHOBHBIE COBETHI 110 OOPHOE ¢ PUITHHTOM :

1. Cnexm 3a cBOMM akKKayHTOM. Eciu ThI MOAO3pEBaellb, YTO TBOs aHKeTa ObLIA
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATh €€ U COODIIUTh aIMIHUCTPATOPAM pecypca
00 3TOM KaK MOYKHO CKOPeE€;

2. Ucnosb3yil Oe3omacHble BeO-CaWThl, B TOM YHCJIE, WHTEPHET-Mara3mHoOB U
IIOUCKOBBIX CHCTEM;

3. Hcnonp3yii ciiokHBIE U pa3Hble naposu. Takum ob6pa3oM, ecau TeOA B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY TIOJIy4YaT JIOCTYII TOJIBKO K OJHOMY TBOeMY IPO(QUIIIO B CETH, a HE KO
BCEM;

4. Ecyint Tebs1 B3y10MaIH, TO HEOOXOAUMO IPEAYIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
n06aBJIeHbl Yy TeOSA B JIPY3bsAX, O TOM, YTO TeDs B3JIOMaII U, BO3MOIKHO, OT TBOETO
“MeHH OyZleT pacChUIaThCA CIIaM M CCHUIKU Ha (PUIITUHTOBBIE CAUTHI;

5. YcranoBH HaziexkHbIN n1aposib (PIN) Ha MoOMIBHBIH TetedOH;
6. OTKII0YU cOXpaHeHUe apoJis B Opaysepe;

7. He oTkpbIBall (pailyibl U Ipyryue BIOKEHUs B IMHChMaX, AaXKe €CJIM OHU MPUIILIN OT
TBOUX Jipy3el. JIyullle yTOUHU Y HUX, OTIIPABJIAIN JIU OHU Tebe 5TU (aiiibl.

IIundposas penyranusa

[{udpoBas pernyranus - 3TO HETATUBHAs WIN MO3UTHUBHAas WHQoOpMaIys B ceTu o Tebe.
Kommpomerupymoiias nHopmamnus, pa3MellleHHas B UHTEPHETE, MOXET CepPhe3HbIM
00pa3oM OTpas3uThbcs HA TBOeU peasbHOU ku3HU. "lludpoBas pemyrarus” - 3TO TBOU
UMUK, KOTOPBIY (popmupyetcs n3 nHdopmanuu o Tebe B UHTEPHETE.

TBoe MeCTO JKUTeJbCTBa, y4ueObl, TBoe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTU
XapakTepa U paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIJIUBAETCS B CETH.

MHorue IOAPOCTKHU JIETKOMBICJIEHHO OTHOCSITCA K ITyOJIMKAIIAY JIMYHOU HHGOPMAITUH B
HuTepHETE, HE MTOHUMASA BO3MOKHBIX IMOC/IEACTBUM. ThI laske HE CMOKEIb JOTaAaThCs
0 ToM, 4TO poTorpadusi, padMeIleHHas 5 JIET Ha3a/l, CTajla IPUYMHON OTKa3a MPUHATH
Tebs Ha paboTy.



KomMmeHTapuu, pasmelneHue TBoOuX ¢oTorpaduili W Apyrue JeHCTBHUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIUIIb. Thl He 3HAEINIb, KTO COXPAHWJI 3TY
nHopManuio, momnajga JU OHAa B IOWCKOBBIE CHCTEMBI M COXpPAaHWIACh JIU OHA, a
[JIABHOE: YTO MOAYMAIOT O Tebe OKpY’Kalolllhe JIIOJIN, KOTOpble HAUAYT U YBUAAT 3TO.
Hatiti nadopManuo MHOTO JIET CIIYCTs CMOXKET JII0O0H - KaK U3 TOOPBIX MOOYKIEHUH,
TaK ¥ ¢ HAMEPEHUEM TPUUYNHUTD BPe. ITO MOKET OBITH KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIUTE ITUOPOBON PEIyTAIIH:

1. I[logymaii, mpexkze 4yeM 4TO-TO IIyOJIMKOBaTh U IEpefaBaTh y ceOsa B OJyiore WId B
COIIMAJIBHOHU CETH;

2. B HacTpotikax mpoduiisA yCTAHOBU OTPAHUYEHUS HA IIPOCMOTP TBOErO MPOQUIIS U €T0
COJIEP>KUMOTO, c/ieJIail ero TOJBKO "Il Apy3en’;

3. He pasmerraii u He yKa3biBail HHGOPMAIHIO, KOTOPas MOKET KOro-11ub0 0CKOpOJIsATh
WJIA OOUKATD.

ABTOpCKOE 1IPAaBO

CoBpeMeHHbIE IIIKOJBHUKHA - AKTUBHBIE ITOJIH30BATEN LHUMPOBOrO IPOCTPAHCTBA.
OnHaKO [laJIeko He BCe 3HAIOT, YTO II0JIb30BaHWE MHOTHUMH BO3MOXKHOCTSIMH
dPoBOro Mupa TpedyeT coOI0IeH s TPaB Ha HHTEJUIEKTYIbHYI0 COOCTBEHHOCTbD.

TepMuH "WHTe/IEKTyabHAasE COOCTBEHHOCTh' OTHOCHUTCSA K Pa3JIMIHBIM TBOPEHHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pDETEHWH U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha IPOAYKTBI U YCJIYTU, U 3aKaHYMUBasg KHUTamu, dororpadusamuy,
KUHOGWIBMaMHU U My3bIKQJIbHBIMU ITPOU3BE/IEHUSI M.

ABTOpCKUE IIpaBa - 3TO IpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEIEHUS
HAyKH, JIUTEPATypbl U UCKyCCTBA. ABTOpPCKIUE IIpaBa BBICTYNAIOT B KauecTBe rapaHTUH
TOTO, YTO UHTEJIIEKTYaIbHBIN/ TBOPUECKUH TPy aBTOPa He Oy/IeT HAalIPACHBIM, AACT eMY
CIpaBeJJIUBblE BO3MOKHOCTU 3apaboTaTh HA pe3yJsbTaTaX CBOETO TPYZAQ, IOJIYUYUTHh
HU3BECTHOCTH U Ipu3HaHue. HukTo 0e3 paspelieHus aBTopa He MOKeT BOCIIPOU3BOJUTH
ero IpousBefieHNe, PpacHpoCTPaHATh, MYOJWYHO JE€MOHCTPUPOBATh, IPOJABAaTh,
MMIOPTUPOBATh, MyCKATh B MPOKAT, MYOJUYHO HCIIOJTHATH, TOKA3bIBATh/UCIIOIHATH B
adupe uim pa3MmeniaTts B IHTepHeTe.

Hcnonp3oBanme "mUpaTCcKOTo” MIPOrPaMMHOTO OOecIleueHus MOKET TIPUBECTH K
MHOTHM pHCKaM: OT IIOTEPH JIAHHBIX K TBOMM aKKayHTaM J0 OJIOKHUPOBKH TBOETO
YCTPOMCTBA, I7le yCTaHOBJIEHA HesleraJbHasA mporpaMMa. He crout Takske 3abbIBaTh, YTO
CYILIECTBYIOT JIETaJIbHbIE 1 OeCIlJIaTHhIE IPOTPAMMBbI, KOTOPbIE MOYKHO HAWTH B CETH.

O moprase

CeteBUYOK.p - TBOU TIJIaBHBIM COBETYUK B CeTU. 37eCh Thl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHUU
KPUTUYECKON CHUTyallid OOpaTUTHhCS 34 COBETOM. A TakXKe NPHUHATH y4yacTHe B
KOHKYypCax U CTaTh caMbIM ITU(MPOBBIM IpOKJAaHUHOM !

[Ipunoxxenue NQ 3

[Tpunoxenue 3. I[lamaTka 71 pogurtesneir 06 MHGOPMALIMOHHON O€30IaCHOCTH IeTel
Omnpenenenne TepMuHa "WHPOpMAIMOHHAsA 0e30MacHOCTh JeTeil”’ COAEpPKUTCA B
denepanipHoM 3akoHe NO 436-®3 "O zamuTe sietedi 0T WHGOPMAIUY, TPUYNHSIOIIEH
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Bp€JI UX 3/IOPOBBI0 M PA3BUTHIO", PETYIUPYIOIIUM OTHOIIEHUS, CBSI3aHHBIE C 3aIUTON
mered OT wH(OpMAINUK, MPUIUHAIIEH BpeJl UX 3J0pOBbI0 W (WJIH) Pa3BHUTHUIO.
CorstacHO JaHHOMY 3aKOHY "MH(pOpMAaIMOHHAsA 0e30MacHOCTh JIETEH' - BTO COCTOSIHHE
3aIUIIEHHOCTHA, TPHU KOTOPOM OTCYTCTBYeT PHCK, CBSI3aHHBIA C IPUYHMHEHUEM
nHdopmanuel Bpezia ux 3J0POBbI0 U (in) PU3UIECKOMY, ICUXUIECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cmny ®enepasmbHoro 3akoHa NO 436-®3 wHbopmaruen, NPUYUHSIONEA BpeT
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, ABJISIETCS:

1. mHDOpMAaIHA, 3aIpelleHHas I/I pACIIPOCTPAHEHUSI CPETU IETEH;

2. nHGoOpMaNuA, pacIpocTpaHeHNEe KOTOPON OrpaHUYEHO CPeaU JeTel OIpesieJIEHHBIX
BO3PACTHBIX KAaTETOPHUH.

3. Kuadopmanuu, 3anpemieHHON [j1s pacIpOCTPaHeHUs cpefu JeTel, OTHOCUTCA:

4. naopManus, ModykaarIas JeTell K COBEPIIEHUI0 JEHCTBUM, MPEACTaBJISIONINX
yIpo3y WX KU3HU U (WIM) 370pOBBIO, B T.4. IPUUYMHEHHUIO Bpela CBOEMY 370POBBIO,
caMOyOUHCTBY;

5. CIIOCOOHOCTh BBI3BATh Yy JIeT€H »KejlaHHEe YIOTPeOHUTh HAapKOTUUYECKHE CPEZICTBA,
IICUXOTPOIIHbIe ¥ (WiIM) OJAypMaHUBAIOIINE BEIECTBAa, TabayHble U3JEJHA,
AJIKOTOJIPHYIO U CITUPTOCO/IEPIKAIILYIO MTPOAYKIIUIO, TUBO U HAIIUTKHU, U3TOTABJIUBaEMbIe
Ha €ro OCHOBe; NMPHUHATH y4dacTHe B a3apTHHIX HIpaxX, 3aHUMAThCSA IPOCTUTYIIHEH,
OPOJISI?KHUYECTBOM WJIU IIOIIPOIIAHUYECTBOM;

6. O00OCHOBBIBAWOINAS WJIM OMpaBAbIBAIONIAs JIOMYCTUMOCTh Hacwiausad u (WIn)
JKECTOKOCTH JIMO0 MOOYK/IaIolas OCYIeCTB/IATh HACUJIbCTBEHHBIE JIEHCTBUS IO
OTHOIIEHUIO K JIIOASIM U >KUBOTHBIM;

7. OTPHUIIAIONIASA CceMeHHble IeHHOCTH U (OpMHUPYIONIAs HEyBaXKEHUE K POAUTENISIM U
(wn) IPpyTUM WiIeHaM CeMbU;

8. ompaszpIBaoIas MPOTUBOIIPABHOE ITOBE/IEHUE;
9. cozieprkalasi HelleH3ypHYI0 OpaHb;
10. coziepekaliasd nH(popmMaIuio nopHorpaduIeckoro xapakrepa.

K nundopmaruu, pacnpocTpaHeHre KOTOPOU OTPaHUYEHO CPEe/IU JIeTel OIpeieIeHHOTO
BO3pacTa, OTHOCUTCA:

1. uadopMalus, IpecTapiasieMas B BUAe U300payKeHUsI MJIN OIMHCAHUA KECTOKOCTH,
¢usnueckoro u (WIKM) TCHXWMYECKOTO HACHIHS, MPECTYIUVIEHHSA WJIM HWHOTO
aHTHUOOIIECTBEHHOTO JEeHCTBUA;

2. BBI3BIBAIONIAA y JIETEH CTpax, y:Kac WM IMaHUKY, B T.Y. IIPEJICTaB/IsIeMas B BHJE
U300parKeHUs WJIM OITMCAaHHUS B YHIDKAIOIIEH YeJ0BeUecKoe JOCTOMHCTBO dopme
HEHACUJIbCTBEHHOU CMEPTH, 3a00JIeBaHUSA, CAMOYOHICTBA, HECYACTHOTO CJIy4asi, aBapUU
WU KaTacTpodbl U (MJIHM) UX ITOCIIE/ICTBUM;

3. IpejicTaBysseMas B BUjie N300paKeHUs WU ONMUCAHUS MOJOBBIX OTHOLIEHUH MEXKIY
MY>KYUHOU U JKEHIIINHOM;

4. coziepkalinas Opa"HHbIe cJI0BA U BbIPaXKeHUA, He OTHOCAIIMeCs K HelleH3ypHOU OpaHu.
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C yuetom sToro Bam npemsiararorces mpaBusia paboTel B ceTd IHTEpHET JIJIsT Pa3IMYHbBIX
BO3PACTHBIX  KaTEerOpHuH, COOJIIOJIEeHNEe  KOTOPBIX  IIO3BOJIUT  O0ECIeYUTh
nHOpMaIMOHHYI0 6€30ITaCHOCTD BAIIUX JETEM.

OO01mue mpaBwia Jisl poauTesieul

1. HesaBumcumo oT Bo3pacra pebeHKa WHCIOJJB3YUTE HPOTPAMMHOE OOecCIIeueHue,
rmomorariinee (GUIBTPOBaTh M KOHTPOJIHUPOBATh WHGOPMAIIMIO, HO He IoJaraiTech
ITOJTHOCTHIO Ha Hero. Baille BHUMaHUe K peOEeHKY - TJIaBHBIH METO/T 3aI[UThI.

2. Ecytu Baimn pebeHOK MMeeT akKayHT Ha OJHOM U3 COIUaTbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMAaTeJbHO H3Y4YHUTE, KaKyld HWHOOPMAIHIO
IIOMEIIAIOT €r0 YYaCTHHUKU B CBOUX Npodmisax u Osorax, BkIouas Qororpadpum u
BU/IEO.

3. IIpoBepbTe, ¢ KaKUMHU JPYTUMH CaWTaMH CBSI3aH COIMAJIBHBIN cepBHUC Barero
pebenka. Crpanunuku Bamiero pebenka MoryT ObITh 6e30macHBIMH, HO MOTYT U
COZIEP?KATh CCHUIKU Ha HEXKeJIaTeJIbHbIE U OTIaCHbIE CAWThI (HampuMep, TOPHOCAUT, WJIU
CalT, HA KOTOPOM JIpyT yIIOMHUHAeT HOMEP COTOBOTO TejedoHa Barero pebeHka Win
Bamr momarntHui aapec).

4. [MoompsiiTe Bamux gerelr coobmaTh 060 BceM CTPaHHOM WJIM OTTAJIKUBAIOIIEM U HE
CJIMIIIKOM OCTPO pearupyiure, KOrjia OHU 3TO JiesIaloT (13-3a olaceHus MOTepATh JOCTYII
Kk VIHTepHeTy [eTH He TOBOPAT POJUTENISIM O IMpobyieMax, a TaKKe MOTYT HAYaTh
HCIIOJIB30BaTh MIHTEpHET BHE I0MA U IIKOJIbI).

5. BynbpTe B Kypce ceTeBoil :ku3HM Bamero pebenka. MHTepecyiiTech, KTO UX JIPY3bs B
W HTepHeT TakK Ke, KaK HHTepecyeTeCh peaJlbHbIMU JPY3bAMU.

Bospacr ot 7 1o 8 et

B MuTepHeTe pebeHOK cTapaeTcs MOCETUTh Te WJIU WHbIEe CAWThl, 8 BO3MOXKHO U YaThI,
paspelieHre Ha IOCElIeHHe KOTOPHIX OH He MOoJydusa Obl OT poxutesieil. Ilostomy
poauTesnsiM OCOOEHHO TMOJie3Hbl OyJlyT Te OT4YeThbl, KOTOpble IIPeIOCTaBJIAIOTCS
IporpaMMaMiy II0 OTpaHUYEHUIO HCIOJIb30BaHUA lHTepHeTa, T.e. Poaurenbckuil
KOHTPOJIb WJIM TO, UTO BBl CMOKeTe YBUJeTh BO BpeMeHHBIX (pailnax. B pesynbTate, y
pebeHKa He OyZeT OIIyIIeHUs, YTO 3a HUM BeJIeTCA IMOCTOSHHBIM KOHTPOJIb, OJTHAKO,
poauTenu OyAyT MO-TIPEXHEMY 3HaTh, KaKHe CAUThI IOcelaeT nx pebeHOK. JleTu B
JAaHHOM BO3pacTe 00JaJjal0T CHJIBHBIM YYBCTBOM CEMbBH, OHHU JIOBEPUUBBHI U HE
COMHeBalTcs B aBTopurerax. OHU JI00AT UTPATh B CETEBBIE UTPHI U IIyTeIlIeCTBOBATH 110
VHTEpHETy, WCIOJIb3ysl BJIEKTPOHHYIO IIOYTY, 3aXOAUTh HA CAUTBl U YaThl, He
PeKOMeH/I0BaHHbIE POJUTESIMH.

CoseTsl o 6e30macHOCTH B ceTu MIHTepHeT /11 AeTelt 7-8 et

1. Co3paiiTe CIIMCOK JOMAIITHUX IIPaBUJI IOceleHns VIHTepHeTa IpU yJ4acTHU JeTed U
TpeOyiiTe ero BHITIOJTHEHUS.

2. Tpebyiite oT Bamiero pebenka cobJirofieHHUsI BPEMEHHBIX HOPM HaXOXJIEHUsS 3a
komImbioTepoM. [Tokaxkute pebeHKy, yTo Bbl Hab071aeTe 32 HUM He MOTOMY 4TO Bam
3TO X0ueTcs, a IoToMy 4To Bbl 6ecriokouTtech 0 ero 6e30I1aCHOCTH U BCer/ia TOTOBBI eMy
IIOMOYb.

3. Komnbiotep ¢ noskioueHueM Kk VIHTEpHETY JTOI?KeH HAaXOAUThCA B 00Iell KOMHATe
10/l IPUCMOTPOM POJAUTENIEN.



4. HCHOHBSYﬁTe criequajibHbI€ AE€TCKHE IIOMCKOBbIE MAllIMHbI.

5. Mcnonb3yliTe cpeacTBa 6JI0KUPOBAaHUS HeKeIaTeJIbHOTO KOHTEHTA KaK /I0N0JIHEeHNe
K CTaH/IaPTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. CospaiiTe ceMEWHBIA 3JIEKTPOHHBIA SIHUK, YTOOBI HE TO3BOJIUTH JETSIM HMETH
cobCTBEHHBIE ajipeca.

7. Blokupy#Te MOCTyn K cakTaM ¢ OecIyIaTHBIMU ITOYTOBBIMH SIHUKAMU C ITOMOIIHIO
COOTBETCTBYIOIIIETO IPOTPAMMHOTO 00ecrieueHus.

8. Ilpuyuure JieTeli COBETOBaThcsA € Bammu mepen omybIMKOBaHUEM KaKOH-IUO0
MHGOPMAIIUK CPEJICTBAMU 3JIEKTPOHHOU IOYTHI, YAaTOB, PETUCTPAIMOHHBIX (GOPM U
npoduiei.

9. Hayumre pereii He 3arpy:kaThb (ailibpl, IPOrpaMMbl WJIH MY3bIKy 0e3 Balllero
COTJIaCHA.

10. He paspemaiite pAeTAM HCIOJB30BaTh CJIYKObI MTHOBEHHOTO oOMeHa
COOOIIEHUAMH.

11. B "Gesplii" CIIMCOK CaliTOB, pa3pelleHHbIX JJIs IOCEIIeHNs], BHOCUTE TOJIBKO CAUTHI C
XOpOllIel pernyTanue.

12. He 3a0bIBaliTe GecesioBaTh C IeTbMU 00 UX JIpy3bsaxX B VIHTEpHeTe, KaK eciu Obl peub
1IJIa O JIPY3bsX B PeaJIbHOU KU3HU.

13. He nenatite "taby" u3 BOIPOCOB MOJIOBOH JKU3HHU, TAK KaK B VIHTEPHETE IETH MOTYT
JIETKO HATKHYTBHCA HA MOPHOTPAGUIO WIJIM CAUTBI "J11 B3POCIIBIX .

14. Ilpuyuure Bamero peGenHka coobmiaTe BaM O JIIOOBIX Yrpo3aXx WU TPEBOTAX,
cBA3aHHBIX ¢ THTEepHeTOM. OcTaBaliTech CIOKOMHBIMU U HAIIOMHUTE JIeTSAM, YTO OHU B
0e30MmacHOCTH, €CJIM CaMH paccka3ajii BaM O CBOMX TpeBorax. lloxBasure ux u
TIOCOBETYUTE MOJOUTH ellle Pa3 B MOJ00HBIX CITyJasx.

Boapacr aereti oT 9 10 12 JieT

B nanHOM BO3pacTe JieTH, Kak IPaBUJIO, YKe HACJIBIIIAHBI O TOM, Kakasd uH@opmanusa
cymiectByer B lHTepHeTe. CoBepllleHHO HOPMAaJbHO, YTO OHU XOTAT 3TO YBUJETH,
MPOYeCTh, YCBINATh. IIpU 3TOM HYXHO IOMHHTH, YTO JIOCTYIl K HEKeJIaTeJIbHBIM
MaTepuajiaM MOXKHO JIeTKO 3a0JIOKMpPOBaTh MHPH IOMOINHM CPEACTB PoAuTETbCKOTO
KOHTPOJIA.

CoBeThI 110 6€30ITaCHOCTH JJISA JIeTEM OT 9 10 12 JIeT

1. Co3zaliTe CIIMCOK JIOMAITHUX MPaBWJI MocellleHusl HTepHET NP y4yacTUU JieTel u
TpeOyHTe ero BHITIOJTHEHUS.

2. TpebyiiTe oT Barero pebeHka co01t0/IeHIS HOPM HaX0K/I€HUS 32 KOMIIBIOTEPOM.

3. Habsrogaiite 3a pebeHKOM mpu paboTe 3a KOMIBIOTEPOM, MOKAKUTE €My, YTO BbI
0ecIIoKOUTECH O €r0 O€30TIaCHOCTH U BCETla TOTOBHI OKA3aTh €My ITIOMOIIIb.

4. KommnbioTep ¢ nogkiatoueHueM B MIHTepHET J0KeH HaXOAUThCA B 00OIIel KOMHATe
IO/l IPUCMOTPOM POJIUTENIEN.



5. HCHOHLBYﬁTe CpeacTBa 6]IOKI/IpOBaHI/IH HeXeJ1aTeJIbHOI'O KOHTEeHTa KaK JOIIOJIHEHHE
K CTaHAaPTHOMY POI[I/ITeIIbCKOMy KOHTPOJIIO.

6. He 3a0pIBaiiTe NpPUHUMATh HEINOCPEACTBEHHOE YYacTHe B IKU3HU peOEeHKa,
OecezoBaTh C 1eThMU 00 UX Ipy3bsxX B VIHTepHeTe.

7. HacrauBaiiTe, 4TOOBI JIETH HUKOT/IA HE COTJIAIIAINCH HAa JIMYHBIE BCTPEYH C JIPY3bIMU
o UurepHeTy.

8. IlosBossiiTe AeTAM 3aXOJHUThb TOJIBKO Ha caiiTel u3 "Oesioro" CIHCKa, KOTOPBIH
)
COSJ_IaI;’ITe BMeCTe C HUMU.

9. Ilpuyuyure pgereli HHUKOTZAa He BBIJABaTh JIMYHYI0 HWHMOPMAIIHIO CPEACTBAMH
9JIEKTPOHHOW TIIOYTHI, YaTOB, CHCTeM MTIHOBEHHOTO OOMeHa COOOIIEeHUsIMU,
perucrpanoHHbIXx (GHOpM, JUYHBIX OpPOoPUIed U IPU PETHUCTPAIMU HA KOHKYPCHI B
HNHuTepHerTe.

10. [IpuyunTe feTeli He 3arpy»kaTh MporpamMMbl 0e3 Baiero paspemierus. OObsicHUTE
UM, YTO OHU MOTYT CJIyUallHO 3arpy3WTh BHUPYCHl WJIH JPyroe HeKeaaTeJbHOe
IporpaMMHOe obecIieueHue.

11. Cospaiite Bamemy pebeHKYy OTrpaHWYEHHYIO YYETHYIO 3aIluch /sl paboThl HA
KOMIIBIOTEDE.

12. Ilpuyumurte Barmero pebGeHka cooO0IaTh BaM O JIOOBIX Yrpo3ax WM TPEBOTax,
cBsA3aHHBIX ¢ VlHTepHEeTOM. HamomHuTe /eTsiM, 9YTO OHU B 0GE€30IACHOCTH, €CJIH CaMU
pacckasam BaM O CBOUX TPEBOTAX U OIMACEHUAX.

13. Pacckaxkure fiersim o nopHorpaguu B UHTEepHEeTE.

14. HacramBaiiTe Ha TOM, 4YTOOBI JeTH TPEAOCTAB/ISUIM BaM JIOCTYI K CBOeH
3JIEKTPOHHOM I10YTE, YTOOBI BbI YOE/TH/IUChH, UYTO OHU He OOIIAIOTCSA ¢ HE3HAKOMIIaMH.

15. OObsAcCHUTE [AeTsIM, 4YTO HeJb3s WCIOJb30BaTh CETh JJISI XyJUTAHCTBA,
pacrnpocTpaHeHUs CIJIETEH WU YTPO3.

Boapacr aerei ot 13 10 17 JIeT

B 3TOM BO3pacre MOAPOCTKU aKTUBHO HCIOJIb3YIOT IOMCKOBBIE MAIIUHbI, MOJIb3YIOTCA
BJIEKTPOHHOU TIOYTOH, CJIy:kOaMH MTHOBEHHOTO OOMEHa COOOIIEHHAMHU, CKAUHBAIOT
My3BbIKy W GuiabMbl. MajbuyuKkaM B 3TOM Bo3pacTe OOJibIlle IO HPABy CMETaTh BCE
OTPAHUYEHUsI, OHU KAKAYT IPydOOro I10MOpa, a3apTHBIX UTP, KAPTHUHOK "7J1 B3POCJIBIX .
JleBOUKY TMpeJANOUYnTAIOT O00IaThcd B 4Yarax, NOPU OSTOM OHHU Tropaszo 0Oosee
YyBCTBUTEJIHHBI K CEKCYaJIbHBIM JJOMOTaTeIbCTBaM B IHTepHeTe.

3a4acTyio B JAaHHOM BO3pacTe POAUTEJIAM yKe BeCbMa CJI0KHO KOHTPOJIUPOBATh CBOUX
JleTel, Tak Kak 00 VIHTepHETe OHU y)Ke 3HAIOT 3HAUUTEIBHO OOJIbIIIE CBOUX POJAUTENIEH.
Tem He MeHee, He OTIIycKaiiTe Jereli B '"cBOOOAHOe IUIaBaHue" 1o VIHTepHeTY.
CrapaiiTech aKTHBHO y4acTBOBaTh B 00IIleHNH pebeHKa B MIHTepHeTe.

BaxxHo TmO-TIpeKHEMY CTpPOrO cOoOJoAaTh mpaBuiaa HMHTEpHET-0€301acHOCTH -
corJlaleHue MeXAy POJUTENSAIMU U JeTbMHU. Kpome TOro, HEOOXOAMMO KaK MOKHO
yaime mpocMaTpUBaTh OTUETHI O JlesATeIbHOCTH JieTelr B MHTepHeTe. Cieyer oOpaTUTh
BHMMaHHE Ha HeOOXOAUMOCTh COJIepXKaHUsA POJAUTEIbCKUX Taposiei (rmaposteit



aJMUHHCTPATOPOB) B CTPOTOM CeKpeTe M O0paTUTh BHUMAaHHE Ha CTPOTOCTh 3THUX
rmapoJien.

CoBeTbl 110 6€30I1aCHOCTH B 3TOM BO3pacTe OT 13 70 17 JIeT

1. CozmaiiTe COHCOK JIOMAIIHUX IIPAaBUJI TOCelleHus IIHTepHeTa IpH yYacCTUH
MIOZPOCTKOB U TpeOyliTe 0e3ycIOBHOTO ero BbINOJIHEHU:A. OOroBopute ¢ pebEeHKOM
CIIMICOK 3allpelleHHbIX cauToB ("JyepHbIH cIuCcOK'), 4yackl paboTel B HHTepHere,
PYKOBO/ICTBO 10 0011ieHH0 B VIHTepHEeTe (B TOM YHCJIE B YaTax).

2. KommproTep ¢ MOAKIIOUEHWEM K ceTH VIHTEPHET MO/I’KEH HaXOJAUThCS B OOIIen
KOMHAare.

3. He 3absiBaiiTe OecesioBaTh ¢ AeTbMH 00 UX ZIpy3bsax B MIHTepHETE, O TOM, YeM OHH
3aHATHI TAKUM 00pa3oM, OyATO pedb HAET O IPY3bsIX B peasIbHOU ku3HU. CrparuBaiTe
0 JIIOASAX, C KOTOPBIMHU JETHU OOINAIOTCA IOCPEACTBOM CIY:KO MTHOBEHHOTO OOMeHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, YTO STH JIFOAU UM 3HAKOMBI.

4. Vlcnonb3yliTe cpeacTBa OJIOKUPOBAHUSA HeKeIaTeJIbHOTO KOHTEHTA KaK /I0IOJIHEHNE
K CTaH/IapTHOMY Po/iuTessbckoMy KOHTPOJIIO.

5. Heobxogumo 3HaTh, KaKUMH 4YaTaMU IMOJIb3YyIOTCA Bamm pgetu. IloompsiiTe
HCIIOJIb30BaHUE MOJIEPHPYEMbBIX YaTOB W HaCTaWBalTe, YTOOBI JIETH He OOIIAIUCh B
MIPUBATHOM peXUMe.

6. HacramBaiiTe Ha TOM, YTOOBI JIETU HUKOI/IA HE BCTPEUINCH JIUYHO C JIPY3bIMHU U3
cetu lHTEpHeT.

7. llpuyuurte [leTeil He BbBIIABaTh CBOIO JIMUYHYI0 HHGOpPMALUIO CpeJicTBaMU
BJIEKTPOHHOM IIOYTBHI, YATOB, CHCTEM MTHOBEHHOTO OOMeHa COOOIIeHHUsIMH,
pervcTpanioHHbIX (OpPM, JIMYHBIX Npoduield W MPU PEruCTpalluid Ha KOHKYPCHI B
HNHurepHere.

8. IIpuyuute aeteli He 3arpy:kaThb nporpaMmMmbl 6e3 Barero paspemenusa. O0bsacHUTE
UM, YTO OHHU MOTYT CJIy4allHO B3arpy3uTh BHPYChl WJIN JPYroe HeXKeJIaTeJTbHoe
IporpaMMHOe obecIieueHue.

9. Ilpuyuure Bamero pebeHka coobOIIaTh BaM O JIIOOBIX yrpo3ax WA TPEBOTAX,
cBsA3aHHBIX ¢ MHTepHeTOM. HamoMHuTe /eTsiM, YTO OHM B 0OE€30IIaCHOCTH, €CJTH CaMHU
pacckasajii BaM, O CBOMX yTpo3axXx WM TpeBorax. IloXBajuTe WX U IOCOBETYHTE
MIOZIOUTH elrfe pa3 B MO/I00HBIX CIIyYasX.

10. Pacckaxkute getsam o nmopHorpaduu B MHTepHeTe. IloMorute uM 3alIUTUTHCA OT
clama. HayuuTe mOAPOCTKOB He BbIZaBaTh B VIHTEpHETe CBOEro peajibHOTO
9JICKTPOHHOTO aJipeca, He OTBedyaTh Ha HeXKejaTeJbHble INHCbMa W HCIOJIb30BaTh
crernajbHble TOYTOBbIE (DUIIBTPHI.

11. [Ipuyuure ce6s1 3HAKOMUTHCA C CAUTaMU, KOTOPbIe TOCEIIAI0T TOAPOCTKU.

12. HayuwnTe /ieTell yBaXkaTh JPYTHUX B HHTEPHETE. YOeAUTECh, YTO OHU 3HAIOT O TOM, UTO
MpaBUJIa XOPOIIIEero MOBeIeHUs AeHCTBYIOT Be3/ie - JaXKe B BUPTYaJIbHOM MHUDe.

13. OOBsICHUTE JIeTSIM, YTO HHU B KOEM CJIydyae HeJIb3sl HCIOJIb30BaTh CeTh JIA
XyJIUTAHCTBA, PACIIPOCTPAHEHUS CIUIETEH WJIU YTPO3 APYTUM JIIOSM.



14. O6CYI[I/ITe C IIOAPOCTKaMH l'IpO6JI€MI:-I CETEBbIX a3apPTHBLIX HUID U HX BO3MOXKHBIHN
PHUCK. Hal'[OMHI/ITe, YTO AE€TH HE MOTYT UI'PATh B 9TU UI'PbI COIVIACHO 3aKOHY.

[TocTOsTHHO KOHTPOJIHUpYHTE HcHoab30BaHUe HTepHeTa Bamum pebenkom! ITo He
HapylleHue ero JIMYHOTO IPOCTPAHCTBA, a Mepa IPeZOCTOPOKHOCTUA U IIPOSBIEHUE
Bamreit poauTeIbCKOl OTBETCTBEHHOCTH U 3a00THI.
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